Behavioral Fraud Mitigation through Trend Offsets

Raghuveer Kancherla*
Ratna Venkata
Anurag Verma

Copyright 2008 by the Society of Actuaries.

All rights reserved by the Society of Actuaries. Permission is granted to make brief excerpts for a published
review. Permission is also granted to make limited numbers of copies of items in this monograph for personal,
internal, classroom or other instructional use, on condition that the foregoing copyright notice is used so as to
give reasonable notice of the Society's copyright. This consent for free limited copying without prior consent
of the Society does not extend to making copies for general distribution, for advertising or promotional
purposes, for inclusion in new collective works or for resale.

* Corresponding author.



Abstract

Fraud is often a dynamic and challenging problem in credit card lending business. Credit
card fraud can be broadly classified into behavioral and application fraud, with behavioral fraud
being the more prominent of the two. Supervised modeling/segmentation techniques are
commonly used in fraud detection to distinguish risky transactions from non-risky transactions.
However, these techniques frequently rely on identifying risky behavior at a global level. In this
paper, along with the classical approach, a new technique has been studied to improve the
behavioral fraud detection capability. The application of this proposed technique enables us to
identify risky behavior at the account level. It assigns a signature to each account based on its
most recent transaction behavior and captures deviations from the assigned signature. This
results in an incremental reduction in fraud losses of 15 percent at false positives (good accounts
impacted per fraud account) as low as 15.



